ROBERT SICILIANO’S SAFR.ME
SECURITY 101 CHECKLIST

THIS GUIDE GIVES YOU SPECIFIC STEPS TO TAKE THAT WILL MAKE
YOUR IDENTITY MUCH MORE SECURE. REMEMBER, CRIMINALS
CHOOSE THE PATH OF LEAST RESISTANCE, SO IT’S UP TO YOU TO
CREATE LAYERS OF DEFENSE THAT MAKE YOU A HARD TARGET.
JOIN ME AT HTTPS://SAFR.ME/WEBINAR TO LEARN MORE ABOUT
EACH STEP, AND AFTERWARD, GO DOWN THE LIST AND CHECK
OFF EACH ITEM AS YOU COMPLETE THEM.

STEP 1 SEE IF YOUR EMAIL ADDRESS HAS BE COMPROMISED IN A
DATA BREACH. VISIT WWW.HAVEIBEENPWNED.COM

STEP 2 SHOP FOR A PASSWORD MANAGER. SEARCH “PC
MAGAZINE’S BEST PASSWORD MANAGERS.”

STE P 3 GET A FREE CREDIT CHECK AT LEAST ONCE ANNUALLY.
VISIT WWW.ANNUALCREDITREPORT.COM/INDEX.ACTION

STEP 4 GET A CREDIT FREEZE WITH THE FOUR MAJOR BUREAUS!
SEARCH THE FOLLOWING:

[ ] EXPERIAN CREDIT FREEZE [ | TRANSUNION CREDIT FREEZE
[ ] EQUIFAX CREDIT FREEZE [ | INNOVIS CREDIT FREEZE

PRACTICE IDENTIFYING SOCIAL ENGINEERING. ROLEPLAY
STEP 5 WITH YOUR OFFICE OR SEND YOUR OWN FAKE PHISHING
EMAIL TO SEE HOW YOUR COWORKERS HANDLE IT.

STEP 6 CONSIDER PHISHING SIMULATION TRAINING.
STEP 7 CONTINUE YOUR SECURITY EDUCATION!
VISIT HTTPS://SAFR.ME/EDUCATION/

DON’T FORGET TO BRING THIS GUIDE TO ONE OF MY LIVE WEBINARS SO YOU CAN
FOLLOW ALONG AND LEARN MORE ABOUT EACH STEP! KEEP CREATING A SMART,
SECURE AND SAFR SELF!

- ROBERT SICILIANO

Robert Siciliano ..

CEO of Safrme | Bestselling Author | Keynote Speaker
www.Safr.me | Robert@safrme | 617-329-1182
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ROBERT SICILIANO’S SAFR.ME
SECURITY 101 RESOURCES

RESOURCE 1

RUSSIAN HACKERS ACCESSED 270 MILLION EMAIL ACCOUNTS

HTTPS://WWW.REUTERS.COM/ARTICLE/US-CYBER-PASS-
WORDS-IDUSKCNOXVI1I6

RESOURCE 2

EVERY SINGLE YAHOO ACCOUNT WAS HACKED

HTTPS://WWW.CNET.COM/NEWS/YAHOO-ANNOUNCES-ALL-3-BILLION-AC-
COUNTS-HIT-IN-2013-BREACH/

RESOURCE 3

REALTY WIRE TRANSFER FRAUD IS GROWING MORE POPULAR

HTTPS://WWW.WASHINGTONPOST.COM/REALESTATE/CYBERCRIMI-
NALS-SNEAK-IN-TO-REALTY-DEALS-AND-SNEAK-OUT-WITH-100000-OR-MORE/
2016/03/29/D3F77A20-F4F9-11E5-9804-537DEFCC3CF6_STORY.HTML

RESOURCE 4

BUSINESS E-MAIL COMPROMISE (BEC) ATTACKS ON THE RISE

HTTPS://WWW.DARKREADING.COM/VULNERABILITIES---THREATS/BEC-AT-
TACKS-TO-EXCEED-$9B-IN-2018-TREND-MICRO/D/D-ID/1330853

RESOURCE 5

BARBIE-BRAINED MATTEL EXEC PHELL FOR PHISHING, SENT $3M TO CHINA

HTTPS://WWW.THEREGISTER.CO.UK/2016/04/06/CHINESE_BANK_HOLI-
DAY_FOILS_NEARPERFECT_3_MILLION_MATTEL_FLEECING/

DON’T FORGET TO BRING THIS GUIDE TO ONE OF MY LIVE WEBINARS SO YOU CAN
FOLLOW ALONG AND LEARN MORE ABOUT EACH STEP! KEEP CREATING A SMART,
SECURE AND SAFR SELF!

- ROBERT SICILIANO

Robert Siciliano ..

CEO of Safrme | Bestselling Author | Keynote Speaker
www.Safr.me | Robert@safrme | 617-329-1182
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